5535 B 4 ) bR R Vol.35 No. 4
2014 4E4 H Journal on Communications April 2014

do0i:10.3969/j.issn.1000-436x.2014.04.007

E TR 21&51 ABE BB FHE N RIFR T a1

Mok, T4 &IEL 222
(1. FRIMYE A VHEENLERE, Y098 MR 210023; 2. EFERE WHENER, B 2109)

8 FE. BT QSR S L B S A R Ml ERIRE T, LA SOk Gl A B ARG A T U St
%oﬁﬁfhﬁﬁI‘W%Eﬁm@b&%%ML PR T I TS AR I JE Tk SR R T . A B P
PEMSECTARAS, IR VE SR il — N R, TR 2R T 10 22 A5 B D 2 S 20 a1 2 Vg ) SRt o SIE A T 387 51
IERE RN A . B VEAE CRE O RO U n) SRS 1 0 25 A D s M R, I Re A A R4k Uy I g ik, 3
Fir 2 e AU E BN, ReR st AR v sl ME—0dth, IS 276G 34 R0 P A G
AR m PR VT ) S, SEER T BASI . A BB B Uy . T T W B SIEE N AT HE N IAEE |
TEBE VIR HIN B BT R T T TR Z MR TEN, Rl e Sz g U T R R B U e 4 5 0
F ZAN A B R B . %7 RIS T2 AR U B e A T

KR BYEINE; BIEEN T BRI AR A A B U ) s )

RESES: TP309.2 SCERFRINAS: A NERE: 1000-436X(2014)04-0053-12

Contextual access control based on attribute-based encryption with
hidden lattice structure for removable storage media

CHEN Bo', YU Ling', QIANG Xiao-hui', WANG Yan®

(1. School of Computer Science, Nanjing Normal University, Nanjing 210023, China;
2. Department of Computing, Macquarie University, Sydney 2109, Australia)

Abstract: To prevent data breaches via removable storage media, the way to enhance the access control capability of
hosts within trusted zone with removable storage media attached was explored. Firstly, based on traditional Cipher-text-
Policy hiding Attribute-Based Encryption (CP-ABE) schemes, an expression with lattice for attributes was proposed.
Each attribute was described as a linear lattice or a subset lattice, and an attribute set was described as a product lattice.
Furthermore, the lattice-based multi-level access control model was applied to construct access policies. The new scheme
was proven fully secure under the standard model. It effectively simplifies the expression of access policies and satisfies
fine-grained access control of sensitive information shared in the context of multi-level security. Secondly, considering
the ubiquitous usage of removable storage media, some security attributes associating with the context of use were
adopted to construct a lattice structure. Then a dynamic access control could be achieved. Finally, based on authorization
and dynamic access control, a layered security solution providing multi-level protection for removable storage media was
presented. Security and flexibility of proposed solution was analyzed, and a comparison experiment shows that it still has
pretty good efficiency. It also can be applied to information security management in other ubiquitous environments.
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I EHL C _EAFBCCAE File ), HiR (s BAEET )
PEHIBA BB

WA, LA T B A7 A A R
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